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Anonymity, I dentifiability, Traceability
of information sender and infor mation transmission device
in the inter net dependent society

TOSHIAKI SAISHO™ SHIGEO TSUJI?

Abstract: In order to deter society's confusion caused Hey targeted-attack-mails and by the phishing-majismalicious
persons, | argue the necessity of identifiabilitg draceability of information(mail) senders in théernet. And also, | argue the
necessity of Anonymity of information(mail) sende¢espromote active communication in the internetdAhen, | show the
mechanism compatible with anonymity and identifiggiraceability of mail senders introduced intohet
Secure-and-Safe-eMAil-eXchange-framework(SSMAX) xt\eé argue the necessity of identifiability anddeability of IoT
devices in the internet in order to deter societgsfusion that are caused by the malicious datasmission to systems and
devices. And also, | argue the necessity of Anoiymwi 10T devices for protecting 10T devices froiyber attack. And then, |
show the mechanism compatible with anonymity aneéntifiability/traceability of 0T devices introdudeinto the
Secure-and-Safe-loT-system-framework(SSIoT). Ldssigow the mechanism of linkable anonymity thatlbpted in SSMAX
and SSIoT in order to realize the compatibilityasfonymity and identifiability/traceability. And thel define the anonymity
defined by linkable anonimity as the layer anonynfg-anonymity), and | show the consideration rssabout the safety of
s-anonymity (the strength of the anonymity).

Keywords: Internet, Anonymity, Identification, Traceabilitiinkable Anonymity, s-Anonymity SSMAX, Secure and Safe
Mail Exchange Framework, 10T, Internet of Thing /&5 Secure and safe loT system Framework
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