EZESEE (Monero/Zcash/Grin) AV Fz—2D
EAHICET 5E%

SO U T TS

BE  SEOBEMEEL T T Ve y 0 Fo— 0 OEAEENREZEIL, T eyl Fx—rOELMEEZMRILT 2 T
i - 7’1 b =L (CryptoNote, zk-SNARKs, Mimblewimble) %%/ L T\ 50K 72 [EA IR 5% 2E Monero, Zcash,
Grin [Z2WTC, ZNENDT 1y I F = — 2 OEAPEEMFE~O R O W THE T 5. —J, BEEEONIE -
ARIEFIRRGLLE « $11kd 5 VIEHE ZF RIS LA AEZ TRE L 35720, BEOBIRICEDLLRIAZE - BinE EFEO R
TE  BEME~OD=— X EE - TEY, Monero/Zcash/Grin (233 1F 2R E « BIEEFOFRE « B ATEEMEOTLRIC
DONTHELRET D,

F—0—F . (AEE, wE5EE, WE5EE, EARSEE, “ry 27 Fx—2, CryptoNote, Monero,
zk-SNARKs, Zcash, Mimblewimble, Grin, E#M:, #FE - BHMWE

Considerations on anonymity of
anonymous CryptoAssets (Monero / Zcash / Grin) blockchain

Toshiaki Saisho™! Shigeo Tsujii™ Kouichi Sakurai ™

Abstract: We define the blockchain anonymity requirements that indicate the result of asset transfer. And about representative
anonymous encryption assets Monero (CryptoNote), Zcash (zk-SNARKSs), Grin (Mimblewimble), we report investigation /
examination result about the correspondence situation to anonymity requirements of each blockchain. On the other hand, there is
a growing need for identifiability and traceability of users and transferred asset amounts related to asset transfer, in order to
enable crime / abusive use / prevention of crypto assets and audits by third parties. In this paper, we also report the results of our
study on the possibility of identifying and tracking the amount of users and assets transferred in Monero / Zcash / Grin.

Keywords: Virtual currency, Crypto currency, Crypto Assets, Blockchain, CryptoNote, Monero, zk-SNARKS, Zcash,
Mimblewimble, Grin, Anonymity, Identifiability, Traceability
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